X150 / X250 Passive Entry System

Security and Locking Systems

X150/ X250 PASSIVE ENTRY SYSTEM

The passive (keyless) entry system is based around the
Jaguar SmartKey. Each Jaguar SmartKey for agiven
vehicleis programmed uniquely to that vehicle. Passive
entry and the associated passive start system allow the
driver to unlock and start the vehicle without using a
vehiclekey inadoor lock or ignition switch. The passive
entry system is a standard feature on X 150 and optional
on X250 (the passive start system is a standard feature
on dl vehicles).

The passive entry system has an active transmission
zone of 1.0m (3.3 ft.). Provided the Jaguar SmartKey is
within range of the desired point of entry (vehicle door,
trunk), it need only be onthe driver’s person (in apocket,
handbag, or briefcase, for example) to provide accessto
the vehicle.The driver smply pulls any door handle (or
presses the trunk release button); no further driver inter-
ventionisrequired. The vehicle unlocks according to the
current security setting (either single-point or multi-

point entry).
Placing the Jaguar SmartKey in ametdlic container or
meta briefcase may hinder its operation.
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Passive Entry Components
The passive entry system consists of : RF Receiver
» Keylessvehicle module (KVM) The RF receiver isinstalled above the headlining —to the

rear of the vehicle on X250 and above the center console

» Low-frequency (LF) transmitting antennas ) , o
on X150. Thereceiver providesfunctionality for the

— 3antennasfor X150 remote central locking and passive entry systems.
— > antennasfor X250 The operating f f the RF receiver is 315 MH
e operating frequency of the RF receiver is z
» Radio frequency (RF) receiver antenna peraing frequency
. Jaguar Smartkey The RF receiver cpnvert.s 'thesigndstrmsmitted by the
Jaguar SmartKey into digital messages, and then trans-
KeylessVehicleModule mits the message on a serid datalineto the KVM for
The KVM interfaces with the central locking RF Jaguar SmartKey authorization. The CJB provides a per-

receiver and collects RF signdl information which is manent power feed to the RF receiver.

transmitted from the Jaguar SmartKey.

Thisinformation is trand ated into commands which are
passed on the medium speed CAN busto the:

« CB

« AJB/RIB

e Front door modules and onto the rear door modules
viaaLIN bus connection

e |nstrument cluster
The KVM aso monitors:

e 2interior antennas (passive start)

e 1trunk antenna (passive sart)

* Rear bumper antenna (passive entry, if equipped)
» Door handle antennas (passive entry, if equipped)

On vehicles with passive entry, additiond fast latch
motors (auto latch release motors) are located within
each latch assembly to provide smooth door release
operation. Thesefast latch motors are also controlled via
the KVM. Thefast latch satusis passed to the CJB on
the medium speed CAN bus.
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X150 Passive Entry System Components

RH DOOR HANDLE
LF ANTENNA

KEYLESS VEHICLE
MODULE

JAGUAR
SMART KEY
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RF RECEIVER

REAR
LF ANTENNA

LH DOOR HANDLE
» LFANTENNA
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X250 Passive Entry System Components

REAR
JUNCTION BOX
RF RECEIVER

RH REAR DOOR
ANTENNA *

RH FRONT DOOR
ANTENNA *

\ s TRUNK ANTENNA *
LH REAR DOOR
ANTENNA *
LH FRONT DOOR
" KEYLESS VEHICLE
ANTENNA MODULE

CENTRAL
JUNCTION BOX

NPO9XF020

* PASSIVE ENTRY VEHICLES ONLY
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Passive Entry System Oper ation

688JAG190

On vehicles equipped with the passive entry system, the
vehicle can be unlocked / locked without the use of akey
or pressing buttons on the Jaguar SmartKey. The Jaguar
SmartKey isafunctional component of the passive entry
system in addition to the passive sart system.

The passive entry system is controlled by the KVM and
severa LF antennas (3 for X150; 5 for X250). Thereis
one antennalocated in each door handle and one antenna
located behind the rear bumper cover.

Vehicle Unlocking Sequence:

*  With the Jaguar SmartKey within 1.0m (3.3 ft.) of
the approached door, the handle is pulled to thefirst
10 percent of itstravel. This action closes and
grounds the unlock pull switch (within the operated
handle) sending a hardwired switched signa to the
KVM which responds with the following smulta-
neous actions:

— TheKVM energizesthe low frequency antenna
in the door handle, which transmits a 125K Hz
signd to the Jaguar SmartKey.

*  Onreceipt of the LF signal the Jaguar SmartKey
transmits a 315 MHz RF signal containing its autho-
rization code to the RF receiver.

» TheRFreceiver rdlaysthecode, viaaseria dataline,
to the KVM which checks and approvesthe code as
valid. The KVM will only respond if the RF signal
produced isfrom avalid Jaguar SmartKey for the
vehicle.

¢ TheKVM transmits the unlock request to the CJB
viathe medium speed CAN bus.

¢ TheCJB confirms and sends the request, viathe
medium speed CAN bus, to the front door modules.

» Thefront door modules respond with the following
simultaneous actions:

— Thefront door modules drive the motorsto
unlock the front doors.

— Thefront door modules transmit the door unlock
request viaaLIN to the rear door modules.

¢ Therear door modulesdrive the motorsto unlock the
rear doors.

*  When the door handle reaches 80 percent of itstravel
the handle clutch switch is closed and grounded,
sending a hardwired switched signd to the KVM.

e TheKVM drivesthefagt latch (auto) release motors

in the door latch assemblies rel easing the door
latches.

Asthe approached door handleis pulled through itsfull
travel, the applicable door can opened.
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X150 / X250 Passive Entry System

Passive L ocking and Arming

Thereisno automatic passive locking of the vehicle. To
‘passively’ lock the vehicle, press the button on the exte-
rior door handle once with the SmartKey withina 1.0
meter (3.3 ft.) of the handle being operated.

688JAG191

When the exterior door handle button is pressed:

* A hardwired ‘lock request’ input signal is sent to the
keyless vehicle module (KVM).

*  Oncethe KVM receivesthe hardwired ‘lock request’
input signa, the KVM transmitsan LF signal to the
driver door handle antenna, which activates any
SmartKey transmitter within one meter of the handle
antenna.

» Theactivated SmartKey transmits an RF ‘ security
code’ signd to the RF Recelver.

» TheRF Recever transmitsthe ‘ security code’ signa
viaadedicated seria datalineto the KVM, which
checks and validates the security code.

»  Once the security code has been validated by the
KVM, the KVM sendsthe ‘lock request’ signal to
the CJB viathe MS CAN bus.

» Upon receiving the ‘lock request’ signd, the CJB
confirmsthat none of the latches are *gjar’ by moni-
toring the aperture ‘gar’ switch signals, which are a
direct hardwired input to the CJB.

» Onceit has confirmed that none of the latches are

‘gar’, the CIB sendsa‘lock request’ followed by a
‘security request’ over theMS CAN bus.

L ocking and Security Request Results:

e Thefront door modules receive the ‘lock request’
signd viaMS CAN. Thefront doorslock.

e Thefront door modules transmit the ‘lock request’
signd to the rear door modulesvia LIN busto lock
therear doors.

¢ TheAJB/RJB receivesthe ‘lock request’ sgnal and
inhibits the trunk and fuel door release.

* Oncethevehicleislocked, the CIB automaticaly
enters security mode and sends a* security request’
signd over the MS CAN bus, and flashes the front
sdelights.

e Thefront door modules receive the * security request’
signa viaMS CAN and flash the side view mirror
turn signa and approach lights.

e TheAJB/RJIB receivesthe ‘ security request’ signd
and inhibits fuel pump driver module operation and
flashesthetail lights.

e Theinstrument cluster receivesthe ‘ security request’
sgna and activates the security LED in the sunload/
light sensor on the dashboard.

If adoor, hood or the trunk lid is gjar when an attempt to
lock the vehicleis made, an error toneis emitted and no
locking action will occur.

Technical Training

688-JAG: Advanced Electrical Systems and Diagnostics

10/20/2008 12-49



X150 / X250 Passive Entry System

Security and Locking Systems

Passive Entry System Control Diagram
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A Hardwired 4 RF receiver 12 RH rear door module
N MSCAN bus 5 Passenger door module 13 LH rear door module
O LINbus 6 Keyless vehicle module 14 LH rear door latch —fast latch
F RFtransmisson 7 Passenger door handle, lock/unlock switch and antenna 15 LH rear door handle, lock/unlock switch and antenna
W LFtransmisson 8 Passenger door latch — fast latch 16 Driver door latch —fast latch
1 Battery 9 Jaguar Smart Key 17 Driver door handle, lock/unlock switch and antenna
2 Megafuse(250A) 10 RH rear door latch — fast latch 18 Driver door module
3 CB 11 RH rear door handle, lock/unlock switch and antenna
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Passve Trunk Opening

Trunk release switch from lid switch, vehicle locked
with Jaguar SmartKey within range (passive entry vehi-
clesonly):

» Theswitchishardwired directly totheKVM (aswell
asthe AJB/RIB).

*  Onreceipt of therelease signd request from the
switch the KVM energizesthe LF antennain the
trunk, which transmitsa 125K Hz signal to the Jaguar
SmartKey.

*  Onreceipt of the LF signal the Jaguar SmartKey

transmits a 315 MHz RF signal containing its autho-
rization code to the RF receiver.

» TheRFreceiver rdlaysthecode, viaaseria dataline,
to the KVM which checks and approves the code as
valid. The KVM will only respond if the RF signal
produced isfrom avalid Jaguar SmartKey for the
vehicle.

* TheKVM transmitsthe release request to the CIB
viathe medium speed CAN bus.

* Thesignd ispassed from the CJB to the RJB via
medium speed CAN.

* Onreceipt of the signal the RIB drivesthe laich
motor, releasing the latch and opening the trunk lid.

When opening the trunk lid while the vehicleislocked
and armed, al doors remain locked and the security sys-
tem remains armed.

When the trunk is closed, the hazard warning lights will
flash after afew seconds to confirm that the vehicle has
rearmed the full darm system.

NOTE: The SmartKey ismonitored for position exter-
nal to thevehicle. If thetrunk lid is closed with the
SmartKey insideit, the system will not re-arm: the trunk
lid will re-open automatically and awarning tone will
sound.
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X150 / X250 Active Anti-Theft System

Security and Locking Systems

X150/ X250 ACTIVE ANTI-THEFT SYSTEM

The active anti-theft (alarm) system is a perimeter moni-
toring system that also verifies the Jaguar SmartKey
vaidity. The system is controlled by softwarein the CJB
and AJB/RJB.

When perimeter modeis active, the CIB monitorsthe
panel gar switchesin the latch mechanisms of the
hinged pandls, which include:

» All doors

e Trunklid

» Engine compartment lid

If the security systems detect afault with one of the
security sensors, two error toneswill sound from the

passive sounder after the vehicleis unlocked and dis-
armed.

The passive sounder takes the form of ahorn located in
the engine compartment RH side on X150, rear LH side
on X250.

Principles of Operation

The engineis passively (automatically) immobilized
when the Jaguar SmartKey is removed from the vehicle.
The darm system is armed when the lock button on the
Jaguar SmartKey is pressed or the button on the exterior
door handleis pressed (passive entry system) with a
valid Jaguar SmartKey in close proximity. The hazard
lights flash to indicate that the larm is armed.

An aarm trigger isindicated:

* Audibly, viathe vehicle horn and a passive sounder
» Visudly, viaflashing of the direction indicators

Monitoring of front door lock statusis carried out using
switcheslocated in the door latch mechanisms. The condi-
tion of the switchesis monitored by the front door mod-
ules and transmitted to the CIB over the MS CAN bus.

When armed, the active anti-theft system can be trig-
gered in one of the following ways:

» Door gar switch indicates adoor has been opened

» Hood or trunk lid gjar switchesindicate that either
hood or trunk has been opened

 Either front door latch mechanism indicates a door
has been unlocked

» Emergency key bladeisused to open either the driver
door or the trunk

¢ CJB or RIB aredisconnected (thismay result in only
apartia trigger)

* Attempt to Sart the engine without avaid signa
from the SmartKey
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X150 / X250 Active Anti-Theft System

Alarm Trigger History

Alarmtrigger activations can be viewed viatouch screen
display within the * Security’ menu. Only the most recent
trigger will be displayed.

Detailed alarm trigger history with activation time
stamps can be viewed and cleared vialDS within Set Up
and Configuration: Module information tab.

688JAG194

Disarming theAlarm

When the vehicle is unlocked using the Jaguar Smart-
Key or by vaid passive entry, the alarm is automatically
disabled. The hazard lights flash twice to indicate that
thedarmisdisabled.

If the unlocking function failsto operate, the vehicle can
be unlocked asfollows:

— Unlock the driver door using the emergency key
blade

— Dock the Jaguar SmartKey into the start control unit
(SCU)

NOTE: When the driver door isunlocked using the key
blade, the larm will sound until the Jaguar SmartKey is
docked.

If the dlarm has been triggered, it can be deactivated

using one of the following methods:

— Pressthe unlock button on the Jaguar SmartKey

— Dock the Jaguar SmartKey into the SCU

— Open adoor using passive (keyless) entry

— Pressthe Start/Stop button with avalid Jaguar Smart-
Key present

Technical Training
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Passive Arming (X250 only)

The vehicleisfitted with apassive arming feature that
will, if enabled, automatically arm the anti-theft system.
Passive arming will automatically arm the system 30 sec-
onds after the driver’sdoor is closed, provided al doors,
hood and trunk are closed, theignition is switched off and
there are no vaid Jaguar SmartKeysingde the vehicle.

Passive arming does not lock the vehicle, dthough access
to thetrunk viatheinterior or exterior release buttonsis
inhibited and the fud filler flap islocked. The passivearm-
ing function is enabled using the Touch-screen.

Automatic Relockingand Re-Armingof theAlarm

The automatic relock and re-arm feature will, if enabled,
automatically relock the vehicle and arm the anti-theft
system.

If the vehicleisin alocked and armed state and the Jag-
uar SmartkKey UNLOCK button is pressed, but none of
the doors or the trunk are opened within 45 seconds, the
vehicle automatically relocks all the doors and the trunk
and re-armsthe darm system.

Thisfunction relocks the vehicle to a centrally locked
state and armsthe darm. Thisfunction is enabled using
the Touch-screen on X250 and can only be enabled on
X150 vialDS.

Alarm Indicator LED

Theaarmindicator isan LED located in the body of the
sunload/light sensor. When the ignition is off, the LED
givesavisua indication that the darm system is active
or not active. Operation of the dlarm indicator is con-
trolled by the instrument cluster which variesthe flash
rate of the LED to indicate the system status of thealarm
and the immobilization systems.

-~

Alarm gatusisindicated by the LED asfollows.

* LED off: darm disarmed

» LED flashes once per second: darmisarmed and
engine immobilized.

688JAG195

When theignitionison, the LED givesavisua indica-
tion of the status of the passive anti-theft (engine immo-
bilization) system. If theimmobilization systemis
operating correctly, the LED will beilluminated for 3
seconds at ignition on and then extinguish. If afault
existsin the immobilization system, the LED will either
be permanently illuminated or flashing for 60 seconds.
Thisindicatesthat afault existsand afault code hasbeen
recorded. After the 60-second period, the LED will flash
a different frequenciesto indicate the nature of the faullt.
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X150 / X250 Passive Anti-Theft System

X150/ X250 PASSIVE ANTI-THEFT SYSTEM

The passive anti-theft system (PATS) prevents unautho-
rized starting of the vehicle by immobilization of the:

» Engine cranking system
*  Fud system
* Ignition system

Immohilization is achieved through the use of auniquely
coded Jaguar SmartKey and an encoded data exchange
between multiple control modules. The system is auto-
matic and requires no input from the driver. The engine
gart system isinitiated when the encoded data between
the Jaguar SmartKey and vehicle control modulesis ver-
ified. The engine can be sarted when the JaguarDrive
selector isin the* Park’ position and the start/stop switch
and brake peda are pressed simultaneoudly.

The system relies on the Jaguar SmartKey for vehicle
access and starting. If avalid Jaguar SmartKey isnot
detected, starting isinhibited. If replacement Jaguar
SmartKeys are required, they must be programmed to
the vehicle using IDS. Any module involved in the Jag-
uar SmartKey authorization processwill require pro-
gramming if replaced.

System Components
The PATS system uses the following components:

e Jaguar SmartkKey

e LFkeyless antennas

e RFreceiver

« KVM

e Start control unit

» JaguarDrive selector module/ engine Start/Stop
switch

« TCM

- CB

e Alarm LED indicator

e Instrument cluster

 AJB/RB

« ECM

 ABSmodule

K eylessVehicle M odule (controls Passive Starting)

The keyless vehicle module (KVM) controls signal
transmissionsto and from the Jaguar SmartKey and pro-
vides authorization to allow the vehicle to be started pas-
sively. The module has amedium speed CAN
connection to the CJB for authorizing the security code
and adata connection hardwire for communication with
the RF receiver.

TheKVM energizestheinterior low frequency antennas
on receipt of either ‘driver door closed’ or ‘ start button
pressed’ signals from the CJB.

NOTE: The LF antennas are activated after driver door
closed signal entry in anticipation of start request.

Technical Training
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Start Control Unit (controlsActive Starting)

The start control unit (SCU) isused if the KVM is unable to authorize the Jaguar SmartKey.

If the KVM isunableto identify the Jaguar SmartKey —for example, if the Jaguar SmartKey battery voltageislow or
thereislocal RF interference — the transponder within the Jaguar SmartKey can be read in the conventional manner.

The driver will be alerted to this by achime and a message in the instrument cluster message center ‘ SMART KEY
NOT FOUND PLEASE INSERT IN SLOT".

The Jaguar SmartKey isinserted into the SCU with the key fob loop trailing. The start control module is motorized
and will draw the remote handset into the dot once inserted.

X150 Start Control Unit X250 Start Control Unit

/

C )

688JAG197 688JAG196
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X150 / X250 Passive Anti-Theft System

After inserting the Jaguar SmartKey:

» SCU energizes the transponder within the Jaguar
SmartKey

» Transponder information isread by the SCU and the
key identity (security code) is passed to the ingtru-
ment cluster over the LIN bus.

» Theinstrument cluster checksthe key identity and
compares it with the identity of the keys stored
within the instrument cluster.

» If thekey identity isvalid, theinstrument cluster ini-
tiates a challenge response to the key.

» If theresponsefromthekey iscorrect, thekey will be
classed asavalid key and start authorization will be
allowed.

» Theinstrument cluster also initiates a challenge
response to the SCU to confirm it is correct for the
vehicle. If itisnot, then start authorization will not
proceed.

NOTE: If the Jaguar SmartKey isnot vdid, the Smart-
Key will be gected from the start control unit.

NOTE: Inserting the Jaguar SmartKey into the start con-
trol unit will not charge the Jaguar SmartKey battery.
The battery is not rechargeable and must be replaced if
run down or defective.

A message ‘REMOVE SMART KEY’ will be displayed
if the Jaguar SmartKey istill inthe start control unit and
the driver’s door is opened.

The Jaguar SmartKey can be removed by pushing down
or inon thekey fob loop and releasing. The start control
unit motor will drive the Jaguar SmartKey out from the
dot (if theignitionisoff and ‘ Park’ is selected).

CAUTION:
/\ Do not use forceto remove the Jaguar Smart-

Key asthismay cause damagetothe start con-
trol unit.

/\ Do not attempt to hold an invalid key in the
start control unit in an attempt to prevent it
from being g ected.
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Jaguar Drive Selector M odule (X250)

Prior to start authorization, the JaguarDrive selector
module outputs a hardwired Park/Neutral signal to the
CJB and ECM. Thisinformation is determined from its
own sdlector position and information from the TCM.

The X250 Start/Stop switch isintegrated into the Jag-
uarDrive selector module.

NOTE: The X150 Start/Stop switch is separate from the
L-Gate and is hardwired directly to the CIB and AJB.

The switch contains two analog circuits, both outputs
from the JaguarDrive selector module to the CJB. Either
output can trigger aJaguar SmartKey search resulting in
one of two options:

* Ignition on/ engine start
 Ignition off / engine off

Thetwo andog circuits provide diagnostic and redun-
dancy features. For example, if acircuit fails (open circuit,
€tc.), awarning istriggered to the vehicle user and aDTC
islogged. With one circuit intact the vehicle will function
asnormal. One of the Start/Stop switch anaog circuits
provides an input to the AJB/RIB. Thisfeatureisrequired
to support a hardwired reset from limp home mode: for
example, if the AJB/RIB losesa CAN bus communica
tion, certain functions are maintained. Pressing the Start/
Stop switch will dlow the hardware to be reset.

\ 4
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X150 / X250 Passive Anti-Theft System

Transmission Control Module

The transmission control module (TCM) providesa
hardwired ‘ Park Position Only’ signal to the JaguarDrive
selector module. The signdl is activated by the TCM
when ‘Park Position’ is confirmed (parking pawl locked
in place). Thisinformation has back up dataviathe HS
CAN bus, providing TCM selector position display and/
or TCM start enable. Additionally the TCM and Jag-
uarDrive selector modules have aprivate LIN busto
exchange data.

Central Junction Box
The CJB hasthefollowing PATS functions:
*  Medium speed CAN communication with the ingtru-

ment cluster and KVM providing start authorization
dataexchange

* Inputsfrom:

— JaguarDrive sdlector module; Start/Stop switch
status and Park/Neutra signas

— Driver'sdoor latch assembly: door closed signa

* Power outputsto:
— Start control unit (transponder operation)
— PATSLED indicator

Instrument Cluster
The ingtrument cluster hasthe following PATS func-
tions:
e Medium speed CAN communication with the fol-
lowing:
— CJB (start authorization data exchange)
— AJB/RIB (dart authorization data exchange)

» High speed CAN communication with the following:
— ECM (start authorization data exchange)
— ABS (brake pressure signal)

— JaguarDrive Selector module and TCM (gear
sdlector position back up data)

e LIN communication with the SCU (transponder
operation)

»  Operation of the security LED indicator is controlled
by the instrument cluster, which varies the flash rate
of the LED to indicate system status of the immobili-
zation system

Auxiliary Junction Box/Rear Junction Box
The AJB/RIB:

» Controlsthe power output to the fuel pump driver
module (FPDM) on receipt of a start authorization
signal from the instrument cluster.

» Recevesahardwired Start/Stop status signal —from
the JaguarDrive sdlector module (X250) or Start/
Stop switch (X150) —to support a hardwired reset
from limp home mode

Engine Control Module

After confirmation of start authorization data exchange
with the instrument cluster, the ECM controls the crank-
ing, ignition and fuelling functions.

ABS Control Module

TheABS control module provides a brake pressure Sig-
nal to theinstrument cluster viathe high speed CAN.
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Principles of Operation
The vehicle starting sequence proceeds asfollows:

*  When the CJB receives ahardwired ‘ start button
pressed’ signal, avaid key request message is sent
from the CJB to the KVM viathe MS CAN bus.

* TheKVM activatesall 3interior LF antennasto out-
put LF signals, which activates the Jaguar SmartKey
(inthe vehicle).

» Theactivated Jaguar SmartKey transmits an RF
security code signd to the RF receiver.

» TheRF receiver transmits the security code signal
viadedicated serid datalineto the KVM.

»  TheKVM checksand validatesthe security codeand
communicates a‘ SmartKey validated' messageto
the CIB viaMS CAN.

» The CJB sendsan immobilization deactivation
request to the instrument cluster viaM S CAN.

* Theinstrument cluster deactivates immobilization
and smultaneoudy performs an encrypted data
exchange with:

— The ECM viaHS CAN to authorize Fueling and
Ignition

— TheAJB/RIB viaMS CAN to activate the B+
power supply to the FPDM @

Before the CJIB can send a'‘ crank request’ signal to the
ECM, it requires:

* A ‘brakepressurerise’ signa from the ABS control
moduleviaMS CAN from the instrument cluster
(which receivesthe HS CAN signal from the
ABSCM)

e A hardwired ‘ Park/Neutral’ signal

Oncetherequired signasarereceived, the CJB outputsa
hardwired ‘ crank request’ signal to the ECM

Beforethe ECM can authorize * OK to Start’, it requires:

e A hardwired ‘ Park/Neutral’ signal:
— fromthe TCM (X150), or
— from the JaguarDrive sdlector (X250)

e An‘Immobilization Disabled’ message (encrypted
data exchange with instrument cluster)

NOTE: the ECM aso usesan HSCAN TCM * Start
Enable’ signd as aredundancy in case the hardwired
‘Park/Neutrd’ signal is missing.

Oncetherequired signals are received, the ECM acti-
vates the starter relay and enables fuel pump driver.

NOTE: When the vehicle is ddivered from the factory,
the passive start (and entry) function isinhibited. In this
condition, the vehicle can only be started by placing the
Jaguar SmartKey in the start control unit. The system
should be switched on during the PDI (pre-delivery
ingpection) using IDS.
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X150 / X250 Passive Anti-Theft System

Passive Starting Sequence

START BUTTON
v
KEYLESS VEHICLE
MODULE CENTRAL
SMART KEY JUNCTION BOX
VALIDATION REQUEST SMART KEY
VALIDATED
o TRANSMISSION
SMART KEY P/N SIGNAL < SELECTOR
VALIDATED
7y CRANK REQUEST
ENGINE
RE CONTROL MODULE
RECEIVER
v P P/N SIGNAL
PRESSURE RISE
= LF »|  CRANKREQUEST
- ANTENNAS
= ® ‘ ‘
FUELING / IGNITION
AUTHORIZED
INSTRUMENT CLUSTER FUEL PUMP ENABLE
IMMOBILIZATION (CONTROL)
DEACTIVATED OK TO START
ANTI-LOCK BRAKING .
CONTROL MODULE
PRESSURE RISE STARTER RELAY
AUXILIARY
JUNCTION BOX (X150)
REAR
JUNCTION BOX (X250) > FUEL PUMP

DRIVER MODULE
FUEL PUMP
AUTHORIZED

HARDWIRED =y MEDIUM-SPEED CAN ======2) HIGH-SPEED CAN =—=====)
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X150 / X250 Passive Anti-Theft System

Security and Locking Systems

Diagnostics
Checking the operation of the PATS LED confirmsthe
operating status of the system.

If the PATS is operating correctly, the LED will beillu-
minated for 3 seconds at ignition on and then extinguish.
This check vaidatesthat al PATS functions were suc-
cessful (including the Jaguar SmartKey key code match-
ing and the challenge/response authorization sequence
between system modul es), resulting in the ECM being
enabled.

The following examples are aguide to possible fault sce-
narios and basic checks/tests:

I gnition Failsto Operate

» Check that the Jaguar SmartKey islocated within the
vehicleinterior, and isavalid key for the vehicle.
Insert the Jaguar SmartKey into the SCU, asthisisan
aternative method to allow Ignition On/Engine Start.

»  Check that the CAN busisnot malfunctioning (open
or short circuit, for example), as thiswould inhibit
communication between the KVM, CIB and instru-
ment cluster.

» Check that the start button circuit(s) to the CIB are
not open circuit or short circuit to battery positive.

Engine Failsto Crank

» If aPATSfault isdetected, the LED will flash for 60
seconds at 4Hz with a50% duty cycle. At the end of
this period, the LED will flash a 2-digit code; the
codeisrepeated 10 times. Asagenera rule afault
code of 16 or lesswill cause the vehicle not to crank.
Thisindicatesthat afault existsand aDTC has been
recorded. IDS should be used to check for DTCs
stored in the instrument cluster, CJB and ECM.

e Onepotential causefor the enginefailing to crank
could bethat the Not in Park switch input to the CJB,
or the P/N start switch input to the ECM, is not
present.

*  Check that the HS CAN busis not malfunctioning
(open or short circuit, for example), which could
inhibit communi cation between the instrument clus-
ter and ECM —resulting in no challenge/response
authori zation sequence being performed to enable
the ECM. A DTC isstored in the instrument cluster,
supported by the LED permanently illuminated for
60 seconds followed by fault code 24 flashing 10
times.

Check that the engine crank request output from the
CJB to the ECM isnot open circuit or short circuit to
ground.

e Check the starter circuit relay operation. It isimpor-
tant to note that, due to the smart start function, both
sdesof therelay coil are switched directly from the
ECM.

Engine Cranks, No Start

The engine cranking confirms the ECM has passed the
authorization required for mobilization from the
required modules. If the authorization had failed, the
ECM would not engage the starter relay.
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Security and Locking Systems

X150 / X250 Passive Anti-Theft System

Passivevs. Active Functionality Review

There are many functions that are associated with either
‘passive’ or ‘active’ key functions. For diagnostic pur-
poses, it isimportant to understand the differences of
between passive and active starting (aswell as passive
and active entry to the vehicle), asthey are two indepen-
dent systemsthat work together. Some components are

only linked to the vehicle immobilization strategy, while
other components serve as agents in more than one of
these processes. The table below isan overview of these
modules and their relationship to SmartKey entry, start-
ing and immobilization functions.

M odule/ Component Remote Entry

Passive Entry

Passive Start Active Start Immobilization

SmartKey Y Y

Y Y N*

RF Antenna

N*

External LF Antennas

N*

Internal LF Antennas

P
%

Door Handle Switch

Door Ajar Switch

Start Control Unit

Instrument Cluster

KVM

ECM

cJB

AJB/RJB

Z |} |IZ2|IXK|Z2|lZz2|XK|Z2|x|2]|<
Z | < |IZ2|IZ2|<|X|Zz2|(z2z|z2|2|2

ABSModule

<
*
<
*

Zz|lIZ2|IZ2|I<|Z2|XK|Z2|z2z|z|2|2|2|<
Zz|lZ2|Z2|I<|Z2|XK|Z2|z2|Z2|<X|2|<

TCM

Z | Z2|I X |IXK|IXK|IX¥<|IK<|<|Z2|2

Y* Y*

N* These components are only involved with key validation, NOT vehicle immohilization.

Y* These components only provide brake pressure and gear position statusto CJB via CAN bus messages to enable
engine cranking independent of any security /immobilization requirements.
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X150 / X250 Passive Anti-Theft System Security and Locking Systems

Anti-Theft System Control Diagram (X250 Shown; X150 similar)
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A Hardwired 3 RB 9 Rear RF antenna

D HSCAN bus 4 ABS control module 10 RFreceiver

N MSCAN bus 5 ECM 11 Start control module
O LINbus 6 KVM 12 CB

1 Battery 7 Front RF antenna 13 Instrument cluster

2 JaguarDrive sdlector 8 Center RF antenna 14 BB
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